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ABSTRACT. In this paper, a new approach to the conceptual modeling of 

IoT ecosystems is presented. Taking into consideration the business 

processes of an organization, this approach allows the creation of models 

which integrate IoT-devices and IoT-governed activities into the business 

flow of the company. The main purpose of this research is to help 

organizations make faster and more efficient choices based on formalized 

input/output from their IoT-resources and networks. The use of modeling 

and formal description is necessary in order to include IoT in ERP-

systems, so that IoT is considered in the overall strategic planning and 

decision making on all levels. 

1. Introduction. The Internet-of-Things represents the idea of 

globally interconnected devices from our everyday life, e. g., smart home 

appliances, smart personal gear, smart cities, etc. Hardware advances have put 

at our disposal a multitude of smart objects using various microcontrollers 
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(AVR, ARM, PIC, etc.), communication environments (wires, radio, optics, 

etc.), data exchange protocols and models (Ethernet, Bluetooth, Zigbee, etc.) 

which are very heterogeneous and often not compatible with each other. 

Different microcontroller capabilities, communication frequencies, encoding 

technologies, frame formats and encryption standards are only part of the 

difficulties for transparent data flows through devices. 

Due to the differences in complexity, energy requirements, licenses, 

etc., technologies may not be immediately capable of connecting to the 

Internet. Some devices may connect to the global network only through 

gateways (LoRa communication) others may not be accessible all the time 

(e. g., off-grid sensors) and still others (body wear) may gather data until in 

reach of the home WiFi network through which they upload the data to a 

cloud server. Another major problem for the interconnectivity is the closed 

approach of manufacturers to the design of smart objects. For example, in the 

field of home automation, home appliances often integrate with a cloud-based 

service provided by the manufacturer and industrial machines report back to a 

manufacturer service without any public documentation of the communication 

protocols or the cloud-based services. A third interconnectivity problem is the 

availability of communication, e. g., communication chips reach their end of 

life, regulatory requirements differ amongst countries, environments are riddled 

with noise, etc. 

In order to provide both added-value for end-users and optimize the 

company’s business processes and workflow, a smooth and transparent 

exchange of information needs to be guaranteed. Two major issues need to be 

covered. The first issue is achieving acceptable (reliable, secure, energy-

efficient, etc.) data flow across different hardware, network topologies, 

environmental and power-supply conditions. The second issue is connected 

with storing and analyzing the data. We would like to have some form of 

structured description which can be integrated into existing ERP systems, so 

smart objects may become part of the overall enterprise information 

infrastructure. Such a description may be specified via BPMN, UML, 

ontologies, etc. The end goal is to make detailed models involving smart 

objects for a seamless integration with the company’s business processes. An 

important point to make is that once smart objects are modeled within the 
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ERP system, we can use them to provide services to end customers (e. g., 

order automation and product delivery to partner companies) and to perform 

data storage, retrieval and analysis—the domain of classic business 

intelligence. Existing models present a potential for reducing the need for 

human intervention, e. g., elimination of phone calls to order consumables or 

report a machine fault, but they also necessitate some changes in the business 

processes of the company. 

Besides the obvious advantages, the smartness of objects also raises 

some negative concerns—the privacy of the shared data, copyright issues, 

security and reliability of remote control services, (legal) responsibility for each 

part of the business process. 

2. Related work. A good overview of IoT and its most important 

problems, challenges and goals, is presented in [1] and [2]. The authors discuss 

topics such as device heterogeneity, scaling, service-oriented architectures and 

protocols. Some popular communication protocols on the MAC and network 

layer of the OSI model are presented in [3], which also discusses some ways for 

localizing sensors. Wireless cooperative networks are presented in [4], where 

both fixed relaying schemes such as decode-and-forward and dynamic relaying 

schemes are discussed. Achieving adaptive routing through fuzzy algorithms in 

wireless sensor networks is discussed in [5]. The optimization of network 

communication through new clustering strategies is the topic of [6]. 

Communication of battery-powered sensors within a smart grid and the impact 

of transmit power and data acknowledgement on the sensor node lifetime is 

discussed in [7]. Some security issues and possible network attacks on IoT 

devices are presented in [8] and [9]. Several communication routing algorithms 

(e. g., LEACH, SEP) are discussed and compared with each other with regard 

to sensor lifetime in [10]. The use of semantic technologies (e. g., ontologies) to 

structure IoT information flow is discussed in [11] and [12]. These papers 

indicate the enormous diversity of the IoT landscape and motivate us for the 

development of conceptual models to allow intercommunication and 

interaction between heterogeneous devices as part of an overall corporate ERP 

system which also provides service delivery to end customers and data storage 

and retrieval interfaces. There are various approaches to integrating IoT into 



4 R. Andreev, S. Ilchev, A. Chikalanov, Y. Petkov 
 

the business process models of a company. In [13], four different kinds of 

components are defined, which then can be mapped to smart objects. The 

authors use BPMN 2.0 to implement the mapping and to represent the 

components as business process resources. The authors expand the Lane 

element of BPMN and show how it can be used to model IoT devices in an 

external editor together with the corresponding XML representation. The 

authors also compare their approach with earlier efforts [14], [15], [16] and [17]. 

In [14] and [15], the focus is on REST principles and SOAP and the smart 

objects are regarded mainly resources of data. In [16], the authors discuss 

sensor nodes and automated code generation from a BPMN model. In [17], the 

author presents possible BPMN extensions to explicitly model the mobility of 

each device. A method for process modeling using SysML, UML and BPMN is 

presented in [18]. In [19], the focus is on dynamic properties of the IoT-

ecosystem and a semantic access layer is proposed to enable service discovery 

and start of IoT-related business processes. Semantic queries can be generated 

by means of SPARQL to discover process services and resources and an 

example utilizing the DogOnt ontology [20] and the OpenHAB automation 

system is given in the context of smart homes. In [21], a system for process 

execution in an IoT environment is proposed. In [22], the authors discuss 

service-dominant logic, its fundamental principles, its differences from goods-

dominant logic and the role of IoT in contemporary economics. Enhancing the 

BPMN 2.0 to include the concept of IoT is a topic discussed in [23]. In [24], 

the authors research wireless sensor networks (WSN) and their use in domains 

that are characterized by the presence of multiple business processes. The 

authors of [25] and [26] introduce ubiquitous BPMN (uBPMN)—a BPMN 

extension whose main goal is the modeling of IoT-related devices and 

activities. In [27], the principle of model-driven architecture is applied to IoT. 

In [28], the IoT interoperability is discussed and four layers are defined: 

technical, syntactical, semantic, and organizational. In addition to the 

modeling approaches outlined above, other important topics pertaining to the 

integration of IoT and smart objects into business processes are ontologies [29], 

topologies and network protocols [30], security [31], energy requirements [32], 

device service discovery [33], quality of service [34], cloud computing [35], [36], 

interoperability [37], etc. 
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3. An approach to conceptual modeling of IoT systems. 

The achievement of IoT interoperability is related to the modeling of IoT 

systems’ architectures that requires determination of an “architecture 

framework”, i. e., conventions, principles and practices for the description of 

architectures of systems of interest established within a specific domain of 

interest. We suggest that it is necessary to introduce a new layer for IoT 

interoperability and for the definition of our framework for architecture 

modeling of IoT systems, we used the main concepts related to the conceptual 

modeling as defined in the standards IEEE 1471 and IEEE 42010. 

The consideration of an IoT system as an ecosystem is often similarly 

specified as IoT Ecosystem, IoT Innovation Ecosystem or IoT Business 

Ecosystem [38] and the authors talk about IoT Ecosystem for reason of 

simplicity. It is not correct, since “IoT innovation ecosystems could be created 

around specific solutions (ex: car, home, city, hospital, devices), and be based 

on open platforms to deliver for instance applications and services dedicated to 

families of connected devices” [39]. IoT Business Ecosystems are considered as 

evolutionary perspective for business development [40] while the two terms IoT 

Innovation Ecosystems and IoT Business Ecosystems present a bottom-up 

approach. In [41], the possibilities of using business models as the basis of an 

IoT Ecosystem are discussed, i. e., the business model is a determinant in the 

construction of IoT ecosystems. The ecosystem character of business models 

satisfies the ecosystem perspective of IoT Systems. This approach to the 

construction of IoT ecosystems determines the main stakeholders’ categories 

necessary for their architecture description [42]: Vendors that supply 

components to the solution providers, Suppliers who develop IoT solutions or 

provide IoT related services and Customers/End-users who use IoT solutions 

or services. 

From the above considerations we assert that the business viewpoint in 

the frame-work for architecture modeling of IoT ecosystems is very important. 

At the moment, there are several architecture descriptions that use the service-

oriented viewpoint. The computational viewpoint focuses on functional 

specification and decomposition of IoT ecosystems into objects and their 

interfaces. The structural viewpoint defines the computational elements of a 

system and their organization, the elements that comprise the system, their 
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interfaces, their interconnection and the mechanisms for interconnection 

described in UML. The capability viewpoint satisfies the requirements of an 

architect of a large, distributed IoT ecosystem to devise a strategy for the 

organization of system capabilities and the rules by which those capabilities 

are constructed. The capabilities are components intended to encourage reuse 

across the domain of application and facilitate plug-and-play composition. The 

capability view covers all system functionality for operating on data (Fig. 1). 

Fig. 1. A framework for architecture modeling of IoT ecosystems 

There is no framework that could anticipate all possible concerns for a 

domain of interest. Concerns (and stakeholders) arise at all stages of the IoT 

ecosystem life cycle from conception, through requirements, design, 

implementation, maintenance and evolution. There are two approaches to 

conceptual modeling of a system of interest in architecture frameworks [43]. 

One approach is to provide a meta-model of the intended subject matter so 

that the full range of entities in the domain of interest is covered with little 

provisions for change. An alternative approach is to construct focused and 

composable meta-models organized around viewpoints or concerns. 

We use the second approach and suggest a conceptual model of IoT 

ecosystems organized around the Business viewpoint. We present an approach 
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to conceptual modeling of an IoT ecosystem that is realized at two levels: 

system of systems and IoT platform (subsystem). 

4. A business-oriented conceptual model of IoT 

ecosystems. The main questions, which a system has to give an answer to, 

are: What, How and Why [44]. That is why we suggest a conceptual business 

model that consists of three components: Externally-oriented Product/Service 

(What), Customer Relationship Management (Why), and internally oriented 

Infrastructure Management (How). 

Fig. 2. Meta-model of the IoT ecosystem architecture at Business level 
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“Infrastructure Management” is described by technical architecture and 

consists of the following components: Value Configuration, Capability and 

Partnership (Fig. 2). As illustrated in the graphical description, element and 

a sub-element are related to each other through a “setOf” (decomposition) and 

“isA” (inheritance) relationship [45]. 

PRODUCT is composed of the element VALUE PROPOSITION, 

which can be decomposed into its elementary OFFER(s). Due to the falling 

costs of ICT and the increased connectivity of actors, value propositions tend 

to be complex and hard to communicate in an easy way. The major impact of 

ICT on product innovation was the separation of information and physical 

goods (i. e., the physical carrier of information) and the resulting ease of 

distribution. A company can easily reach a large number of customers and 

provide them with very rich information or added value in form of multimedia 

data, personalized information or customized products. The element VALUE 

PROPOSITION is an overall view of one of the entertainment's bundles of 

products and services that together represent value for a specific CUSTOMER 

SEGMENT. A VALUE PROPOSITION represents value for one or several 

TARGET CUSTOMER(s) and is based on one or several CAPABILITY(ies). 

An elementary OFFER illustrates a specific product/service, or even 

product/service feature and outlines its assumed value to the customer. 

Customer relationships and CUSTOMER RELATIONSHIP 

MANAGEMENT (CRM) are considered as a conceptual management problem 

that can be resolved with the assistance of Information & Communication 

Technologies (ICT), which is particularly important in a time where the 

presence of mobile Internet-connected devices multiplies the number of 

channels, intermediaries and customer interactions and therefore causes more 

complexity. The CRM block of the Business Model describes how and to whom 

it delivers its VALUE PROPOSITION. The TARGET CUSTOMER element 

defines the type of customers a business wants to address (typically either 

business (B2B) or individual (B2C) customers). 

A COMMUNICATION CHANNEL element is the connection between 

VALUE PROPOSITIONs and TARGET CUSTOMERs. It allows a company 

to deliver value to its customers by formulating a channel strategy and 

defining a set of mechanisms via which a company “goes to market”. Normally 
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an enterprise uses one or several direct or indirect CHANNEL(s) that can be 

decomposed to their LINK(s), which de-scribe a specific channel role. The 

channel LINKs of the different CHANNELs may sometimes be interrelated, 

in order to exploit cross-channel synergies. Modern channels and their LINKs 

may become a part of the VALUE PROPOSITION itself and may be related 

to other LINKs. Therefore, the channel LINK element inherits the 

characteristics of the element OFFER as it can simultaneously be part of a 

channel and of the firm's value creating elements—either through use (a LINK 

creates value if it matches customer needs), risk reduction (customer 

integration into the value creation process through customization) or reduction 

of the customer's efforts (via ICT). 

The RELATIONSHIP element describes the relationship a company 

establishes with a target customer segment. ICT now allows companies to 

gather and exploit knowledge about customers in order to personalize 

interactions. Personalization does not necessarily mean a one-to-one 

relationship. It could rather mean personalizing for a group of customers with 

common characteristics, which is known as one-to-tribe marketing. The 

REVENUE FLOW AND PRICING MECHANISMS element describes an 

incoming money stream (through selling, lending or licensing) and defines 

what mechanism is used to determine the price of the offered value (fixed 

pricing, differential pricing or market pricing). 

INFRASTRUCTURE MANAGEMENT describes what abilities and 

what VALUE CONFIGURATIONs are necessary to provide VALUE 

PROPOSITIONs and maintain CRM and includes the firm’s PARTNERSHIP 

network. A CAPABILITY represents a repeatable pattern of actions, which 

are based on a set of resources from the firm or its PARTNERSHIP(s). 

CAPABILITY and RESOURCEs are either assured in-house or can involve 

outside ACTORs with whom a firm enters a PARTNERSHIP to provide a 

specific business service. An ACTOR is an outside organization that is 

involved in the firm's business model and is integrated through a 

PARTNERSHIP—a voluntarily initiated cooperative agreement formed 

between two or more independent ACTORs in order to carry out a specific 

activity jointly by coordinating the necessary resources and activities. 

RESOURCEs are inputs into the value-creation process. They are the sources 
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for the CAPABILITIES a firm needs in order to provide its VALUE 

PROPOSITIONs. They could be tangible and intangible assets, and people-

based skills. A RESOURCE relates to one or several ACTIVITYies. 

An ACTIVITY presents an action that an enterprise performs to do business 

and achieve its goals. It is distinguished between Primary activities (creation 

of the value propositions) and Support activities (facilitate Primary activities, 

e. g., human resource management). The VALUE CONFIGURATION shows 

all activities necessary in order to create value for the customer and the links 

among them. The value proposition is the outcome of a configuration of inside 

and outside activities and processes. 

A key feature of the proposed conceptual model for IoT Ecosystems is 

the dynamic interaction between providers and users. In this way the 

suggested meta-model overcomes the fragmentation of vertically-oriented 

closed systems, architectures and application areas and is in correspondence 

with the concept of IoT to include both a vertical and a horizontal dimension. 

It reflects an important feature of the Internet of Things—to guarantee 

synergies that are generated by the convergence of Consumer, Business and 

Industrial Internet. Fig. 3 presents an architecture description of IoT platforms 

and IoT application in horizontal dimension. It is a result of “Infrastructure 

Management” decomposition. 

Fig. 3. Two-Layer conceptual modeling of an IoT ecosystem 
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Increasingly complex IoT solutions require advanced communication 

platforms and middleware that facilitate the integration of devices, networks 

and applications. This could be achieved through the suggested formal 

description of IoT platforms. 

5. A formal description of IoT platforms. The following 

formal descriptions are based on the IoT paradigm. In the proposed IoT 

resource model, we consider two basic actors—a general abstraction of Thing 

and a Controller. In the proposed model we consider the Thing actor as a piece 

of hardware which is a restriction of the general definition of Thing in the 

sense of Internet of Things. Additionally, in the model it is a generic actor 

with two descendants—Sensor and Actuator. A generic case of the Thing actor 

is EstablishConnectionToController. It is an imminent case for each terminal 

node of the IoT network. As a Controller, we can consider either a piece of 

hardware or software—in our case a hardware unit. The basic use case model 

presenting some essential cases of resource actors is presented in Fig. 4. Let us 

consider two scenarios. The scenario for connection establishment between 

Thing and Controller consists of the following steps: 

Fig. 4. Basic use case model of resources 

 Controller actor sends a viewing signal to all of connected things. 

 Each thing checks whether the signal comes from a trusted Controller. 

ControllerThing
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 If the signal is from a trusted Controller it sends back an 

acknowledgement. 

 The Controller establishes a list all available Things and also a list of 

non-responding Things. 

 The Controller (as extension) may alert the upper level for unavailable 

Things. 

For simplicity, the extension mentioned above is not presented in the 

UML model. It is not a mandatory feature of the Controller actor. The 

scenario for sending data from a Sensor to Controller is: 

 Check Controller availability. 

 If Controller is available, then start a data transmission. 

 Controller checks data validity. 

 After the end of data transmission, wait for Controller acknowledgement. 

 In case of valid data, Controller sends a confirmation for data 

acceptance. 

 In case of invalid data, Controller sends a request for data 

retransmission. 

In both use cases, the handshake is a matter of user protocol—different 

than the TCP handshaking. In this way, we can achieve better security and 

reliability than relying only on the TCP/IP stack. 

The static class diagram is an object implementation of the use case 

model presented above. The base class Thing has two operations necessary for 

the implementation of connection establishment to Controller and data 

exchange which can be a transfer in the case of Sensor and Receive in the case 

of Actuator. Both actors Sensor and Actuator are modelled by means of two 

classes having the same names. We consider the relation between Controller 

and Thing both as aggregation and association. The aggregation means that a 

Controller manages a list of Things—presented as a protected member and at 

the same time Controller has a bidirectional communication with each 

managed Thing. Additionally, we also consider a possible aggregation of 

hierarchically organized Controller classes. This approach provides room for 
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building larger hierarchically organized structure of controllers. With such 

architecture, we can achieve a broad coverage with a single point of 

communication with the middleware—in our model presented as a package. 

The content of the Middleware package is beyond the scope of our current 

publication. It should contain at least a context broker component. The 

described static class diagram is show in Fig. 5. 

Fig. 5. Static class diagram modeling Thing, Controller 

 and Middleware relationships 

The UML diagrams in Fig. 6 and Fig. 7 show the dynamic model of 

information exchange between resources. The sequence diagram shown in 

Fig. 6 presents the order of stimuli and responses between objects of types 

Sensor, Controller and a Middleware component. Physical data is transferred 

to the data repository as follows: 
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 If available, the controller object Controller1 sends back a status reply 

ControllerStatus(). For simplicity, we do not consider the lack of 

connectivity or controller malfunction. A simple extension is periodical 

retry to establish a connection. 

 If the connection between Sensor1 and Controller1 objects can be 

established, then Sensor1 sends a stimulus TransferData(), which models 

the data transfer. 
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 Controller1 object sends a stimulus CheckMiddlewareAvailability() in 

order to check whether the gathered data can be transferred to the 

Middleware component. 

 If yes, the data is transferred. 

 If no, the data is stored in an internal buffer. 

Fig. 6. Sequence diagram of data transfer from a Sensor to Middleware 

Fig. 7. State chart UML diagram of sensor data transfer 
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In some cases, the data storage, when the middleware is not 

responding, is not supported but it is highly recommended. In the static model 

presented in Fig 5, this feature can be implemented at a certain level of 

controller hierarchy. 

Our last dynamic model is a state diagram presenting a finite state 

machine of data acquisition performed by Sensor1 (Fig. 6). We consider that a 

Sensor moves out from idle state when a new physical measurement is 

available at a certain time or other threshold condition. The sensor switches to 

state Acquisition, which is a composite state encompassing three sub-states—

physical acquisition, digitalization of analog signals, and encryption of 

digitalized data. The third sub-state is not a mandatory but highly 

recommendable. When a data acquired event happens, the sensor switches to 

the state CheckConnection. Depending on whether the controller is available 

or not, there are two possible transitions to one of the mutual exclusive 

states—DataTransfer or RetryToConnect. In the DataTransfer state, the 

acquired data is transferred to the controller. This state has one sub-state 

WaitForConfirmation. In that sub-state an acknowledgement for received and 

validated data is expected from the controller. The end of the data transfer 

event leads to a final state transition. The transition to the final state can be 

also performed after several unsuccessful connection attempts. In the other 

case, the sensor switches to the DataTransfer state. The state chart diagram of 

the sensor is presented in Fig. 7. 

6. Conclusion. Our conceptual modeling approach enables the 

formalized description of IoT ecosystems taking into consideration the business 

processes pertaining to these ecosystems. Our aim is to make IoT-devices more 

open and better integrated into possibly IoT-driven processes. They may pave 

the way for new types of products and services with better interaction speed 

than classical human-driven or ERP-driven business processes. The 

advancement of IoT may also create potential for better human networking, 

resource (knowledge, partner, etc.) acquisition and in general better use of the 

environments we interact within. In order to realize this potential and to scale 

it in the form of a value proposition to multiple customers, it is necessary to 

model IoT-ecosystems both on a conceptual and an implementation level. 
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