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ABSTRACT. The paper presents an approach to QoS selection of web
services. It introduces a theoretical frame and respective applicable
selection procedures, in which the solution accounts for the uncertainty of
the existing metrics data and client preference. Methods of two general
cases are revealed in detail. The first method considers a selection based
on one service quality. The second method assesses the integrated QoS of
interesting properties. The theoretical analysis is validated through
experimental investigation of real data of services’ quality metrics.

1. Introduction. Nowadays, the Service-Oriented paradigm is the
most commonly used one for developing distributed software systems. Since
web services are among of the fundamental technologies used in the cloud, the
problems related to their quality remain of primary importance. Much research
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effort is focused on the development of new approaches for quality of service
(QoS) assessment as an efficient frame for further software system design [4].

The overall aim of the software system is to deliver services that can
justifiably be trusted. Thus, the selection of a service that is most reliable and
appropriate according to the client preferences is of major importance. This
task is particularly relevant in the context of the contemporary tendency to
choose a service from a number of possible choices. The web service selection is
a challenging problem especially when different web services provide equal
functionality [9]. The client aims to use the web service with the highest
quality. However, the selection procedure meets several difficulties:

e The behavior of the web services with respect to QoS is difficult to
predict. It depends on various factors such as availability of network
connection or corresponding application server, the number of
simultaneous invocations, and so on [3].

e The client’s choice is a result of the subjectivity of their own
understanding about the desired quality of the offered resources [4].

e The existing metrics data are uncertain due to the complexity of their
accumulation and processing or, on the whole, lack of reliable metrics for
their measurement [12].

e The web service quality is affected simultaneously by different QoS
properties that are often inconsistent [1]. For example, increasing the
availability of a given web service leads to an increase of its price, which
is not reasonable for the client with a limited budget.

The QoS properties of web services can be divided into measurable and
unmeasurable ones [11]. The QoS properties such as response time, availability
and throughput are measurable, since they have numerical values of their
measurement. Their metrics data are easily collected in the history log for
further data processing but are subject of further analysis for clarity of hidden
impression. The immeasurable QoS properties such as standard compliance,
authentication method, data encryption and others cannot be directly
measured in terms of numeric values. The values of these properties can be
estimated expertly with a certain level of imprecision. Thus, part of the effort
is directed to accounting for the existing uncertainties. The recently introduced
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approaches to software service quality estimation combine the two concepts of
uncertainty — probability and fuzzy description — that ensure power and a
well-grounded frame for assessment [1, 2, 6, 7].

The aim of the present paper is to summarize the achievements and to
present a generalized approach to QoS selection that accounts for the
imprecision of the existing service data and information. It presents a way to
incorporate both numeric data, accumulated during the service monitoring,
and expertly provided information. The approach is applicable to single and to
multiple quality of service selection.

The paper is organized as follows. The next section reveals the different
origin of the imprecision in the service data and information. The ways of the
two different formalization frames of QoS are presented. A description of the
uncertainties of the service quality and corresponding service selection
procedures is given in the third section. An integrated quality selection method
is presented in the fourth section. The fifth section discusses an experimental
analysis that demonstrates the vitality of the proposed procedures. Finally, a
conclusion is made and future work is outlined in the sixth section.

2. The uncertainty to take into account. Two different origins
of uncertainty in the QoS selection problem exist. First, whenever there is a
large amount of accumulated data of the properties of particular interest, the
uncertain behavior of the web services with respect of their QoS properties
could be considered in the sense of probability distribution. For this purpose a
reliable metric of each characteristic should exist. The history log of the service
acts as a data base for statistical data analysis and properties investigation.

However, in some cases the amount of accumulated metrics data is not
enough for reliable statistical estimation. In other cases some software proper-
ties cannot be directly measured. Their values can only be assessed subjectively.
Besides, the subjectivity of the customer preferences also creates a situation
when subjective uncertainty has to be accounted for. A useful mathematical
formalization frame in all these cases is the theory of fuzzy sets and fuzzy logic.

The appearance of the two types of uncertainty requires applying two
different descriptions according to the context of the concrete situation and in
an appropriate manner. Reliable analytical procedures for QoS selection tasks
need to have a relevant interpretation. Below, the characteristics of the two
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mathematical concepts and respective procedures for description of the service
quality properties are presented in detail.

2.1. Probability uncertainty. Probability theory relies on the fact
that any experiment has a finite number of possible outcomes, whose
statistical representation could be explored. This matter of fact could be
considered for estimation of a certain service quality. The measured values of
some quality property recorded in a history log for a given time interval can be
considered as possible outcomes. Each outcome can be related to the number
of its occurrences. The relative wvalues of these numbers, known as
probabilities, are values of a random variable. Theoretically the random
variable can be discrete or continuous. However, as the service properties
values are measured at distinct time instants, the discrete random variable is
appropriate for the tasks of web service quality selection and prediction
problem. Furthermore, the random variable can be described by a Probability
Mass Function (PMF), which captures the probability values that the random
variable can take. If z is any possible value of a discrete random variable X,
the PMF of z, denoted by p(z), is the probability of the event {X=z}
consisting of all outcomes that give rise to a value of X equal to z [5]:

p(z) = p({X = x}). (1)
Sometimes the information that the PMF of a random variable X gives

has to be summarized in a single representative number. This is accomplished
by an expected value of X denoted as E(X) and calculated as follows:

E(X) = Y ap (2). (2)

The probability is an uncertainty related to the chance of occurrence of
clearly defined events. It gives information on the relative frequencies of
occurrence of the events.

2.2. Fuzzy uncertainty. Another type of uncertainty phenomenon is
fuzziness. This is uncertainty due to ambiguity in the knowledge or lack of
clarity on the deterministic events. The apparatus of the fuzzy sets is a power-
ful calculation frame for describing this type of uncertainty. This frame is able
to formalize the subjectivity of human thinking, way of expressing, sensing and
experiencing.
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The concept of a fuzzy set (FS) allows partial set membership rather
than crisp set membership or non-membership as for deterministic sets. Partial
membership is formulated by a membership function, which represents numeri-
cally the degree to which the elements of the universe belong to a fuzzy set.
Formally, a fuzzy set A is defined in universe U as a set of ordered pairs
A = {(z, pa(x)), x €U, ua(x) € [0, 1]}, where pa(z) is the degree of membership
of zin A. Thus, the membership function is seen as a mapping u4(z): X — |0, 1].
As uu(x) approaches 1, the value z will increasingly belong to the fuzzy set A [§].

In practice, the fuzzy set is identified by its membership function. If we
say that the fuzzy set A is given then we mean that its membership function
pa(z) is known. The shape of the membership function could be defined
differently as triangular, trapezoidal, Gaussian and others. Generally two
approaches can be applied in order to determine the function shape—via expert
knowledge or via data analysis. Also, the membership function can be given in
a continuous or discrete form. Since the information for QoS properties is
collected numerically by measurements made at distinct time moments, the
discrete F'Ss are applicable to web service selection and prediction problems.

The membership function depicts the similarity between objects in
terms of vaguely defined properties. It represents how much a particular feature
or statement is satisfied. The fuzzy concept can be applied for description of
customer requirements with respect to the properties of the web service. The
concept is also useful to describe the level of satisfaction of the interesting
feature of a considered service especially in the cases when there are not enough
data for its statistical analysis.

3. Uncertainty description of service quality. The existence
of two different uncertainties in the web service performance imposes different
approaches to the QoS service selection. Below the two approaches are
presented concisely.

3.1. Probability estimation of QoS properties. Probability models
applied for QoS description provide information about the relative frequency of
occurrence of the values of a service property. The approach introduced in [10]
for QoS-aware web service selection identifies a discrete random variable X.
The values = of X correspond to the respective numbers of occurrences of the
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property metrics in the recorded values accumulated in the service history
log file.

As an example, Fig. 1 depicts 10 experimental measurements of a ser-
vice quality property denoted as variable X. The occurrences of the variable are
as follows: the event {2=2} has happened one time, {2=3} six times, {2=4} two
times, and {z=5} one time. The discrete PMF of this experiment is presented.
The PFM values are marked by squares; the line is drawn only for readability.
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Fig. 1. PMF of service property X

In general, the calculations of PMF of an interesting property can be
performed for each candidate web service that satisfies the desired functional
requirements. Then the client is able to select a web service comparing the ob-
tained probability of all candidate services. The comparison of the web services
is accomplished by the expected values of the QoS property that have been
estimated by equation (2). The preference is given to the service that maxim-
izes the expectation value.

These considerations can be given in more formal way. Let us define a
set S of n candidate web services S; that satisfy the functional requirements:

S = {Sl, SQ, ceey Sn}, L= 1, ceey N (3)

Let us also consider that the variable X; representing the QoS property
of the ith service has a set of data values z;, j = 1, ..., m;. Note that m, is the
number of the occurrence values obtained for the events from a history log of
the ith service. Then the selected service Sglectea 18 the one whose expectation

value is maximized:

Sselected = arg max E(J?L) (4)
i

Typically web service characteristics that have a representative QoS
property metrics are Response time (RT), Throughput (TR), Completed re-
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quests (CR). If we have a large amount of samples of such quality metric data,
then representative statistical analysis of the approach to QoS selection given
above is applicable.

3.2. Representation of a client requirement via the concept of
fuzzy set. The information about QoS is objective itself as it is supposed to be
data collected by a third party, which is independent of both the client and the
web service provider. In contrast, the client’s requirement has a subjective na-
ture. The client’s choice is a result of the subjectivity of his own understanding
about the desired quality of the resources offered. This occurrence can be for-
malized mathematically via a fuzzy set.

The client’s preference for the service property is defined linguistically.
For instance, the statements 1) “The quality value is less than 2’ and 2) “The
quality value is about 3’ are fuzzy propositions. Both express a certain level of
uncertainty of the client’s confidence about the desired value of the interesting
service quality. A discrete fuzzy set defined on the universe set of values z de-
scribes each of these statements (Fig. 2). Thus, by giving different membership
grades for the value of the desired QoS the client accepts a certain tolerance of
the presented quality.

Fig. 2. Fuzzy sets of the client’s preference: y(x): the QoS value is less than 2
and ps(z): the QoS value is about 3

3.3. Joint assessment. Here we apply the intersection operation on
fuzzy sets in order to assess how a given QoS property meets the customer
requirement. The simultaneous performance of fuzzy statements is calculated
by intersection operation of the respective fuzzy values. This operation could be
estimated by any #norm operator. Among numerous operators that realize it,
the min operator is preferable due to its simplicity and common application [8|.
Based on this operator the intersection of two fuzzy sets A and B, ANB, is
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defined as a new fuzzy set, whose membership function value takes the smallest
value of the membership functions of A and B for each z:

Hans () = min(ps (), s (1)) Vx € X. (5)

In seeking the joint performance of the service quality and client
requirement the PMF that describes the web service in terms of the QoS
property is interpreted as a fuzzy set, whose membership function is obtained
through statistical data analysis. The second fuzzy set describes the client
preference about this service quality as it was explained in section 3.2. The
intersection shows the degree of satisfaction of the client’s preference and the
performed web service quality. The larger intersection shows a higher degree of
satisfaction of the service quality.

Let us consider the example of the property having the PMF function
given in Fig. 3. This PMF function is considered as a fuzzy set A with
membership function ps(z) = p(z) that describes the level of the service
quality according to the considered property. This assumption also allows us to
consider a sample of data that may not guarantee statistical validity but still
enable representative fuzzy values of the service quality assessment. The fuzzy
set B with membership function pup(z) corresponds to the client’s requirement.
The intersection of these fuzzy sets is calculated according to equation (5). The
intersection results for the examples of client preferences presented in Fig. 2
are depicted in Fig. 3.
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Fig. 3. Intersection of web service quality and customer requirement

Since the resulting intersection is a fuzzy set the result is difficult to
interpret. We need a single representative (index) as a measure of the client
satisfaction with the presented QoS. Similarly to the expectation value defined
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in the case of pure probability quality assessment, the respective fuzzy
interpretation is defined as a sum of the products of QoS value z and its
membership degree p(z). The formula is applied to the intersection fuzzy set:

Ef = Yy xtanp (x) (6)

The larger value of Ef corresponds to the larger overlapping of the web service
quality and client’s requirement. The web service that has a maximal value
of Ef satisfies the client preference to the largest degree.

The cardinality C

C=Yxtans (X) (7)

could be used as an index in a similar manner. It returns the sum of all mem-
bership grades of the intersection fuzzy set. The maximal cardinality value of
the resulting intersection corresponds to the most relevant web service with
respect to the client requirement. This index gives only the level of confidence
that the quality values are preferred, whereas the Ef index accounts for both
quality value and its confidence. Using one or the other is a design choice.

3.4. QoS selection procedure. The considerations given above are
used to summarize a procedure for QoS service selection. The procedure
accounts for the uncertainty in the client preference. Let us have a set S of n
candidate web services S, i=1, ..., n, that satisfy the needed functional
characteristics:

S= {51, S, ..., Su}. (8)

Let us also consider that the variable X; represents a particular QoS property

having a set of data values z;;, j = 1, ..., m;. Note that m; is the number of

values obtained for the events of X; loaded in a history log of the ith service.
The steps of the web service selection procedure are as follows:

Step 1: Calculate the probability function P;, ¢« = 1, ..., n for the QoS
property of all candidate web services according to equation (1) as
vectors:

P; = {p;i (i), 0i (i), oo 05 (Xim ) L i = 1, 0m, (9)
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where pi(z;;), 7= 1, ..., m; is the probability of the QoS property of web
service S; taking a value z;;.

Step 2: Represent the client requirement for the QoS property as a fuzzy
set B with a membership degree pp(z;).

Step 3: Find the intersection P,NB for each web service candidate:

tpinp (X)) = min (up, (), up (%)), i = 1,..,n,j =1,...,my. (10)

Step 4: Calculate the numerical index Efior C;, i = 1, ..., n for each inter-

section obtained in Step 3 according to equations (6) or (7), respectively.

Step 5: Recommend Sielected, which maximizes the index Ef; or C;, i =1, ...,

n, to the client of the web service.

4. An integrated approach to multiple feature selection.
Real practice shows that service selection usually requires accounting for more
than one QoS property. The general problem is how to estimate the integrated
quality of the service such as to reflect the joint performance of several quality
properties. In solving this task different problems arise:

o Often distinct QoS properties have an effect contradictory to the service
quality. Improving quality through one nonfunctional characteristic
decreases the quality level of another. For instance, by improving the
service reliability and safety the response time could be worsened.
Therefore, QoS selection is a matter of a certain compromise.

e Another difficulty results from the fact that some service properties do
not have a reliable metric as there is no numeric representative one.
A way to overcome the problem is to represent the property in a fuzzy
manner by describing the quality levels through a fuzzy membership
function.

e The dynamic environment in which a software service operates needs to
be accounted for when we estimate its quality. This objective underlines
the fact that an accurate estimation of the integrated quality presented
by the service could be done only for the estimation moment.
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In the present solution we treat the service quality selection as a
dynamic assessment task that estimates and compares the integrated quality of
all interesting services at an instant time. For this we process the quality data
accumulated within a certain time period till the estimation time. Thus, it
could happen that the client chooses different services in different moments,
although the preferences have not been changed (Fig. 4).

S Si Si
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Fig. 4. A concept of dynamic selection of software services having
equal functionality

4.1. Grid data space analysis for integrated quality assess-
ment. Integrated service quality assessment is based on the monitoring
quality metrics data of a particular web service accumulated in a certain time
window. The data form a space whose dimensions are the distinct quality
properties. The method presented here calculates the level of integrated service
quality through assessment of the data strength in the sense of a fuzzy
relationship. Further the obtained strength values of each service are compared
in order to select the preferable one for the current moment.

Let us consider again that we have n different web services §;, i = 1,
..., n presenting equal functionality. Let us also assume that we have ¢ quality
properties to determine the integrated quality according to which the web
service has to be compared with the other services. To this end each quality
property value is presented as a fuzzy set Qsi, i=1,..,n s=1, .., g with
membership function ug’i(z%), j = 1, ..., m;. We also accept the probabilistic
approach for representing the membership function, where the membership
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degree is defined by equation (1) as ug’i(2’;) =pi(a”;). The joint relation of all
interesting properties of a service could be estimated via Cartesian product [8].
The Cartesian product of the ith service is a new fuzzy set (' defined as the
cross product of the fuzzy sets @

Qi = Q17;X QQZ‘X o X qu (11)

In fact the obtained fuzzy set @); is the set of all possible pairs that consist of:
1) a tuple of QoS properties’ vector x; = (:EJZ‘, ..., #;) and 2) membership degree

to,(x;) of this tuple to the fuzzy set Q)

Qi = {(zi, uo,(x))} (12)
Note that the element z°; of the vector xlz- is a value of the sth quality of the ith

service.
The membership function of @); is calculated as the minimum of the
membership degrees of the constituent membership degree values (see eq. (11)):

Ho(x) = min (pou(x).Jj =1, . m; (13)

The meaning of the membership function (13) is the strength level of
the relationship of the respective QoS values for the respective tuple z;, Thus,
the membership degree values obtained by (13) could serve for QoS assessment
and web service comparison. The larger membership degree shows more
strength of the involved quality values. By comparing the strength of all
services we are able to select a preferred web service. This is the service that
has the largest strength as this guarantees maximal QoS quality.

For the QoS properties whose best value is the minimal one for the
quality assessment (as for instance response time), the fuzzy negation [8] of the
membership function has to be calculated in advance. Thus, for the sth quality
of the ith service:

ﬂyQSi(xisj) =1- ,uQSL,(xL-S]-) Vi=1,..m. (14)

Then the inverted value =g, (x;5) should be implemented into the calculations
(11-13). At the final stage the largest po, (x;) value determines the web service
that has the best integrated quality showing the most preferable service
performance:
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Sselected = argii’?a}; (#Qi(xi))- (15)

4.2. Integrated QoS selection method. The theoretical results
presented above can be summarized in a procedure that provides an integrated
QoS web services assessment and selection. Let us have a set S, S = {5, ...,
Sn}, i = 1,..,n of the candidate web services that satisfy the functional
requirements of the client. Let us also know that for each service ¢ properties
are of a particular interest. We also have accumulated metrics data for all
interesting QoS properties within a predefined time window.

The steps of the selection procedure of integrated QoS are:

Step 1: Calculate the PMF for each QoS property by (1) representing each
property of each service as a fuzzy set Q% i = 1, ..., n, s = 1, ..., ¢ having
a membership function ug’i(z;).

Step 2: If the best quality value of a certain QoS is the minimal one then
negation of the membership degree is performed according to (14).

Step 3: Estimate the cross products @;, ¢ = 1, ..., n for each web service
according to (11-13).
Step 4: Select the highest strength by (15) and find the most preferred web

service Sselected egarding the integrated quality for the monitored time
window.

4.3. Integrated QoS selection method accounting for the client
quality requirements. The preference can be accounted similarly to the way
presented for a single property selection (section 3). If the client has a view of
the preferred quality levels of each QoS expressed as fuzzy values then the
intersections of these values with the respective fuzzy sets of the properties
obtained by PMF can be defined by equation (5). Each intersection determines
the level of satisfaction of the corresponding quality. The resulting intersections
of each quality of each service could be processed by the procedure of
Section 4.2 in order to define the integrated quality and then to select a service
having maximal quality strength.

Alternatively the client could have a preference about the needed
strength level. This is presented as a fuzzy quality given as a fuzzy set. For
instance, if the strength level can have values of the strength term set {Low,
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Middle, High} (see Fig. 5), the client requirement can be expressed by a value
equal to one of these.

Low Middle High

1
s AN _ d
0-—"—"—rZ>><-><

1 2 3 7 8

4 Sx,-6

ulx)

9 10

Fig. 5. Possible client’s preference fuzzy values of the strength levels
defined on the tuple values of the ith service

The chosen value is compared with the integrated quality value of each
service. These are membership degrees pg,(x;), i =1, ..., n that have already
been calculated for each service according to the equations (11-13). Finally, in
order to assess how the integrated quality of the ith service meets the client
preference for the intersection of the two membership functions, we have to
evaluate:

I'anQi(xi) = min (.ustrength(xi)J .uQi(xi)) V=1, ..., n, (16)

where Ugirengeh (¥;) is the membership function of the strength preference given
by a fuzzy set.

The obtained intersection fuzzy values (16) determine possible service
choices. This operation gives certain information to reduce the complexity in
the final service selection.

5. Experimental analysis. In order to evaluate the vitality of the
given assessment methods we apply the proposed procedures as data given in
open dataset [13]. It describes real-world QoS evaluation results from 142 users
on web services. Data for response time (RT) and throughput (TP) have been
collected over 64 different time slices at 15-minute intervals.

For the experimental purpose here we research only a part of the whole
data set provided. We consider three services that have been used by a client
for a time window of five hours consisting of 21 data for RT in seconds and
TP of each service. The collected data were rounded for the purpose of
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practical evaluation. Further data were processed to obtain PMFs, which were
considered as membership functions for the accumulated RT (Fig. 6) and TP
values. The client requirement expressed as a fuzzy quality statement “RT less
than 1 second” is a fuzzy set with a triangular membership function
determined over the respective universe values of each service.
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Fig. 6. Membership degrees obtained as PMF of RT data (squares)
and membership function (solid line) of the client preference
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By applying the procedure of QoS selection described in Section 3.4 we
are able to propose a service among those three that minimizes the response
time for the considered time window. The calculated values of the index (7)
are quite close, as ¢} = 0.9, (5 = 0.81, (5 = 0.86, but selection is still possible.
Service 1 is chosen as it covers at most the client’s requirement. According to
the Ef index and as Efi = 0.97, Efy = 1.189, Ef; = 0.769, the preference is
given to Service 2. This result is a consequence of the fact that the two indexes
provide different information about the services. Which index to apply is a
matter of design choice.

For the multiple case of service selection accomplished by both RT and
TP properties the method of integrated QoS selection is implemented. For this
purpose the mass function of each service and each property is estimated and
treated as a membership function. As the best value of response time is the
minimal one, Step 2 of the selection procedure (section 4.2) is applied in order
to inverse the membership degrees of RT values according to equation (14).
The cross product is estimated for the three services. It determines three tables
of minimal membership degrees for all possible pairs (RT, TP). From each
table we find a maximal value that determines the strength of the integrated
quality of each service. The values are correspondingly 0.143 for Service 1 and
Service 3 and 0.095 for Service 2. These calculations show that both Service 1
and Service 3 are preferable. Obviously additional information will be used in
order to make a final choice. It could be additional service quality assessment
or repeated calculations over increased monitoring volume of processed data.

6. Conclusions. The proposed approach provides a theoretical frame
for assessment of uncertainty in the QoS selection tasks of services with equal
functionality. Both numerical and expertly given data could be encompassed.
Two solutions are described in detail. One method considers the case of one
quality accounted for the service selection. The second method assesses the
integrated QoS of interesting properties. The introduced procedure is based on
the strength of the QoS properties calculated as the level of satisfaction of the
QoS properties.

Since the proposed approach is based on data obtained through
monitoring, it could be realized in an automated manner. Further, it is a
theoretical basis that enables considering not only measured but also
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unmeasured QoS properties. Future work includes a comparison of the

proposed method with other approaches in case of equal web service scenarios

and evaluating the method’s effectiveness with larger QoS datasets.
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